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Abstract. In this paper we continue arguing that persistence is a fun-
damental requirement to support the development of next-generation
agent-based applications. After a general overview of mobility and per-
sistence to clarify the main issues discussed in the paper, we propose a
tentative list of facilities that should be supported by persistent mobile
agent systems. The main contribution of the paper is a survey of existing
persistent and mobile agent systems that includes a comparison based
on how well (or badly) they support the proposed list of facilities.

1 Introduction

There are now several research prototypes and even commercial products of mo-
bile agent systems for building distributed applications based on mobile agents.***
We argue that many of these applications will manipulate complex, long-lived
data structures and thus need persistence (see section 2.2). Unfortunately, elab-
orated forms of persistence are not adequately supported by existing agent sys-
tems [26]. On the other hand, current persistent systems lack modelling, security,
communication and other facilities that are necessary to support mobile agents.

The next-generation of real-world agent-based distributed applications will
have to be built using persistent mobile agent systems. These will not only
support features traditionally found in both persistent and agent systems but
will also be based on Java [1].

Java was chosen as the support programming language for a number of reas-
ons. First, it is becoming ever more popular both amongst naive and expert
computer users. It will probably be one of the mainstream languages in 3 or
5 years. Second, it 18 a much better language than what is currently available
(for example, Visual Basic or C++). Third, Java has a number of interesting
characteristics (e.g., easy to learn, type-safe, object-oriented) and technical fea-
tures (e.g., garbage collection, native threads, dynamic loading). In addition,
Java will run on most computing environments, including hand-held PCs, TV
sets and maybe even on mobile phones.

Persistence is fundamental for the next-generation of agent-based applic-
ations because many of these will access, manipulate, carry and store large
amounts of complex, inter-related data—and, as we argue, code as well.

*** We prefer the term mobile objects to avoid any confusion with “intelligent” agents.
In this paper, however, agents will be used for coherence with the workshop title.



The requirement for persistence is supported by observing modern business
applications and their development environments. It is further confirmed by a
Java database access library [38] and Java development tools with integrated
database support from Microsoft [23], Borland [11] and Symantec [39].

The paper is organized in five sections. The next section introduces mobile
agent systems and persistent systems (a knowledgeable reader may opt to skip
one or both). In section 3 we propose a list of facilities for mobility and per-
sistence that are required to support next-generation agent-based applications.
Section 4 presents a survey of existing systems and how they support the pro-
posed list of facilities, always from a Java perspective. In section 5 we summarize
the paper and present our planned future work.

2 Overview of Mobility and Persistence

In this section we present a brief introduction to agent systems and persistent
systems. We hope it will help clarify the meaning of some words and the emphasis
we put on each characteristic of both research areas. (This is not a survey paper;
the interested reader should follow the references in the text for more information
on a given commercial product or research prototype.)

2.1 Mobile Agents

A mobile agent 1s a live object that can migrate between autonomous programs.
Life means the agent has behaviour of its own, it is not just a data object. Mobil-
ity separates mobile agents from that other kind of (stationary) agents based on
artificial intelligence, e.g., those used to filter information. Autonomy makes the
difference between mobile agent systems and distributed systems, an overlapping
but distinct research area (see below). Many other issues are certainly relevant
for mobile agents —such as openness, communication and security —but will
not be discussed in this paper.

Mobile agents have been claimed to be more suitable than other approaches
to design and implement certain categories of distributed applications. The word
“distributed” is crucial here because 1t is the network — with its latency, slow-
ness, and failures — that brings problems to traditional approaches to distributed
computing [40]. More recently, the popularity of the Web and Java gave a new
momentum to mobile agents [18].

However, it should be clear that mobile agents will not be better than ex-
isting distributed programming models for all and every application. For each
application, or part of an application, we have to compare agents with other
models and try to understand what are we gaining and what are we loosing.
Other players in this contest for “best programming model for the Internet”
include: centralized applications based on mainframes; client/server computing
(client program accessing a remote database server); Web (local visualisation
and remote application/database); and Web/Java (Web with a client/server fla-
vour). There are also many variations of these basic approaches, typically under
the “three-tier” marketing umbrella.



Following our experience from a previous workshop on mobile agents [8], in
this paper we discuss only “brain less” agents (that is, without artificial intel-
ligence) and agents that actually move and execute on autonomous programs.
For example, although the work by Kato and others [15] is highly relevant for
higher-order distributed systems, it does not address code migration between
programs that are mostly disconnected. The emphasis is thus on migratory ap-
plications as proposed by Cardelli with Visual Obliq [9, 10] and popularized by
Java applets [1].

At the implementation level, mobile agents have been typically discussed in
terms of migrating programs (in the Java sense), objects (in the object-oriented
sense) or threads of control (in many senses). However, as far as this paper in
concerned, the actual representation of mobile agents and how they are used at
the programming language are details; the important issues are that a mobile
agent has: code to know what to do remotely and data to carry, collect and return
with information. (Optionally the agent may contain state, although we suspect
that state can always be represented by data. This will have to be confirmed by
building a real agent-based application with no-state agents.)

In section 4.1 we will discuss why existing agent systems are still not adequate
to implement the next-generation of agent-based applications. In order to con-
centrate on the important aspects, we compare only a small but representative
number of systems: Telescript, Java and the Aglets Workbench.

2.2 Persistent Systems

Data needs to outlive the program that created them for at least three reasons:
to be stored for future use; to be kept safe and secure; and to be shared amongst
a number of programs. In addition, a modern database system is expected to
provide a number of other features, such as: efficient access to large amounts of
data; a language for querying the database, concurrency control, check-pointing
mechanisms, back-up facilities, data mining and warehousing, and so on.

There are also a number of specific reasons why databases can be useful for
an application based on mobile agents: to maintain the data that agents are
supposed to query (e.g., a CD database); to support the agent run-time system
(e.g., to know where agents are); to maintain knowledge given to the agents (e.g.,
the owner, what to buy, for how much); to support agents that carry data/state
with them (e.g., electronic money and commodities bought); and to serve as a
“home” for agents during and between jobs.

The current database technology is represented by relational database man-
agement systems (RDBMS) and the SQL standard language for querying and
manipulating stored data. Programs are written in any language, Java for ex-
ample, but use SQL to retrieve data from, and write data back to, the data-
base. (In order to avoid embedding SQL directly in the host language, SQL is
nowadays wrapped in a database access library such as JDBC [38].) This means
that application programmers have to learn two different programming systems
and maintain the mapping between them (from object graphs to flat records).



They are also constrained to the limitations of SQL, that has a poor type system
when compared with modern object-oriented programming languages like Java.

In contrast, an orthogonal persistent system makes no difference between
short-term (volatile) data and long-term (database) data [2, 7]. An object will
be garbage collected only if it is unreachable using the normal constructs in the
persistent language. Thus a persistent programming language is both a program-
ming language and a database management system with a single programming
model. Examples include Napier88 [30, 29] and PJava [5, 3].

In order to guarantee that an object can always be used later if it can be
reached, the persistent system has to store not only the data of that object but
also its code. This small but important point is the main difference between
object-oriented database systems (OODBS) and persistent systems.

An OODBS such as ObjectStore [16] is a persistent version of an object-
oriented language (typically C+4) that stores the data belonging to persistent
objects automatically in the database. However, C4++ classes — the code to ma-
nipulate those objects —are stored separately in the file system when the pro-
gram is compiled. If the file is removed, then objects of that class will become
useless. There are many other problems with OODBS, e.g., deciding which ob-
jects should persist and regarding type-safety [7]. (On the other hand, OODBS
generally have a better support for indexing and querying than persistent sys-
tems, not to mention a number of commercial products.)

Recently, a number of simple, cheap solutions for supporting “persistence”
in Java have been proposed based on object serialization [31, 35]. Serialization
is the act of linearizing a graph of objects into a byte array. The byte array can
then be sent to another program (e.g., via sockets) or stored somewhere (e.g., in
a file). Serialization is used by RMI [36], JavaSpaces [37], and Aglets [12].

For example, Sun claims that JavaSpaces support persistence in Java. However,
all mechanisms based on object serialization have the same basic limitation:
the relationships that link objects together in the program are not maintained
between serializations. In particular, sharing relationships are destroyed when
objects are re-built. It is also not clear whether JavaSpaces are persistent at
all: in the JavaSpace specification (revision 0.1) [37] is written “Unfortunately,
in Java 1.1, the only kind of server type available is not persistent”. There are
other problems with serialization as a persistence mechanism [3].

3 List of Facilities

In this section we propose a set of facilities that should be supported by a
Persistent Mobile Agent System in order to implement the next-generation of
agent-based applications. A short sentence identifies the facility which is then
briefly discussed to avoid any doubts by what we mean with that sentence. (In
section 4.2 we will use this list as a basis to compare existing mobile agent
systems and persistent systems.)

1. Migrate complex data— Migration of arbitrary data structures, including
shared and cyclic graphs of objects of any type available in the programming
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language. Parameterized and abstract data types are optional because they
pose especial problems for migration. In addition, even though threads are
just a normal type in many modern languages, we keep thread migration as
a separate facility here (see below).

. Migrate complex code— Migration of arbitrary graphs of functions, pro-

cedures, classes or whatever represents code in the programming language.
Dynamic loading is included as part of the facility, since in this context it is
useless to migrate code that cannot be executed immediately when it arrives.
(The format in which code is stored and transmitted is not discussed in this
paper, although highly relevant for building agent systems.)

. Migrate together — Migration of data and code closely bound together in

the same transmit operation, e.g., if a function refers to a free variable.

. Migrate threads— A thread is suspended and copied to another program

where 1t resumes execution. The original thread is killed after the copy has
arrived in the other program and before it starts executing. (Fault-tolerance
is optional but desirable.) Thread migration poses a number of interesting
problems because threads are strongly bound to the run-time system.

. Store complex data— Storage and retrieval of arbitrary data structures, in-

cluding shared and cyclic graphs of objects of any type. Furthermore, this
should be achieved without requiring extensive knowledge on databases or
extra effort when compared with non-persistent programming.

. Store complex code— Storage and retrieval of complex, inter-related graphs

of code. Dynamic loading of programs is required to bind persistent code to
the current execution on demand, since it is not realistic to assume that all
code in the database will be fetched on start-up. (The format in which the
code is stored is not relevant here, but typically several formats are required.)

. Store together — Storage and retrieval of complex data and code together.

(Persistent systems are specifically designed to support this facility.)

. Store threads— Storage and retrieval of (running) threads in the database.

If execution of the whole program is suspended, then all running threads
are automatically suspended and stored in the database. When the program
resumes execution, all threads will be fetched and re-started again.

. Same syntax as Java— The agent system offers a programming language

with exactly the same syntax of Java (although the semantics may differ in
a very small sub-set of the language). This facility is especially useful if the
application is already written in Java.

JDK-compatible— The applications developed with the agent system run
on top of any Java virtual machine. The facility is required if the system
aims at being “open” (that is, compatible with standard operating systems,
Web browsers, and so on). Optionally, the agent system itself can run on top
of the Java virtual machine as well.

In order to clarify the list above, we now discuss some of the many relation-

ships that exist between these facilities and show why Java and other well-known
agent systems do not support all of them.



Facilities 1 and 2 are a “must have” for every programming system candidate
to support mobile agents. Java applets support only half of facility 1 because
data communication is very low-level (bytes via sockets) and half of facility 2
since an applet is just a byte array stored in a file. (Java fully supports 1 if
we include RMI [36] as being part of Java, and it will probably be in the next
release.) Visual Obliq [9, 10] supports 1 and 2, as well as many agent systems.

Facility 3 is highly desirable because it guarantees that an agent arrives as
a “whole” and not in pieces that have to be assembled by the run-time system.
The Aglets Workbench [12] not only supports 3 but also supports 10 (see section
4.1) thus making it more suitable for developing Java-based agent applications
than Java itself. Facility 4 is interesting, but it may be difficult to implement
(e.g., threads are one of the few Java types not supported by RMI [36]). On the
other hand, it does not seem to exist any clear use for facility 4 that cannot
be solved by facilities 1 and 2, or 3 (after all, a thread is ultimately code and
data) so we will pursue more research on this topic to understand better the
advantages of migrating threads.

Facility 7 is clearly desirable in general, although facilities 5 and 6 may re-
place 7 adequately in many applications. An OODBS supports 5 but not 6, and
this limitation can be very restrictive if the application makes extensive use of
complex persistent code. File systems and relational databases support only a
small part of 5 and 6, although they are still proposed by most agent program-
ming systems. Facility 8 has been implemented in a number of persistent systems
and being used in practice, so this facility is clearly required.

Facility 9 is also important, not the least for marketing purposes (like Nets-
cape’s JavaScript). However, the full potential of 9 can only be explored together
with facility 10, since a Java-like program is useless if browsers and operating
systems only support Java byte-code. This has been recognized as a crucial issue
for the acceptance of an agent system [18].

Not all facilities are possible or even desirable together. For example, facility
10 makes more difficult or even impossible to support facilities 8, 7, and 6 (pos-
sibly 5 as well). But facility 9 seems to be compatible with all others due to the
initial good design of Java.

In addition, mobility and persistence also have a difficult co-existence —see
for example, the work on Tycoon [20, 21, 22] and Napier88 [24, 28, 27, 25].
Facilities 3 and 7 are particularly difficult to achieve together, while 4 and 8
have been achieved only by Tycoon to our knowledge.

4 Survey of Existing Systems

We have argued in a previous paper that the combination of mobility and per-
sistence leads to new opportunities and challenges [26]. In this section we present
examples of existing systems in each of these research areas and discuss how much
they support facilities traditionally belonging to the other area. The section in-
cludes a table summarizing the support given by each system to the facilities
proposed in the previous section.



4.1 Mobile Agent Systems with Persistence

The large majority of mobile agent systems was not designed to handle persistent
agents or agents that deal with persistent objects. Examples include Facile [14],
Java [1] and MOLE [34]. The usual argument is that persistence can always be
added to the application by means of another, separate mechanism. In particular,
using a database access library such as Java’s JDBC [38] is a popular solution
because it is easy to use from Java and (via ODBC) supported by all leading
database vendors.

However, in section 2.2 we discussed why good support for persistence is a
requirement for next-generation agent-based applications. In this section we will
concentrate on existing agent systems that have addressed persistence to some
extent. The objective is to show that none of these systems supports elaborated
forms of persistence — as provided, for example, by PJava [5, 3].

Telescript [41] is one of the earliest commercial systems specifically aimed
at building distributed applications based on mobile agents. Although access
to implementation details is difficult, it i1s generally recognized that Telescript
supports thread migration and some form of persistence for both data and code.
However, it provides a (complicated) proprietary language and few (if any) devel-
opment tools. These problems prevented Telescript from being widely accepted
and used to build agent-based applications.

Java [1] and its applets have been claimed to support the agent paradigm.
Applets are special Java classes that are compiled and written to a file on the Web
server. Later on, the file that contains the applet can be copied to a browser like
Netscape, linked to 1ts address space dynamically, then instantiated and started.
With JDBC, an applet can have access to (local or remote) relational databases,
not taking into account security restrictions.

There are, however, several limitations with Java. First, an applet is just
code; 1t does not include any data, apart from static variables that have the
same initial value every time the applet is instantiated. Second, applets migrate
by copy without the Java classes they refer; so they can only use libraries that
are available everywhere. This either restricts applets to very simple programs
(like moving pictures) or forces applets to contact the Web server for any in-
teresting behaviour. (In alternative, the applet can take everything it needs but
downloading time increases linearly to the amount of code being copied.) Third,
applets can use relational databases via JDBC (when and if it becomes part of
the standard Java release) but relational databases are not adequate to store
complex data structures or applets themselves.

The Aglets Workbench [12] is a Java-based agent programming system with a
particularity: integrated support for persistence. Aglets are small Java programs
that can be sent between stand-alone Java applications and (unlike applets)
return to their originating site. The workbench, a development tool to write
distributed applications based on aglets, includes a database access library called
JoDax. Even though JoDax is only syntactic sugar to access relational databases
via ODBC [18], it does show interest for storing and retrieving data on agent-
based applications.



More interestingly, when aglets migrate they carry data and their state —not
only code like Java applets. Although there is very little information publicly
available on implementation details, we have learnt [17] that Aglets use the
standard Java run-time system and Sun’s Java libraries. For example, aglets are
linearized for migration by the object serialization mechanism [31, 35] that will
probably be part of the next major release of Java.

We conclude that, although none of the existing agent systems supports
elaborated forms of persistence, there is some interest and at least one project
that has addressed this issue seriously.

4.2 Persistent Systems with Mobility

The persistent community has always been interested on distributed systems
because many database applications are shared by a number of users in differ-
ent computers. Distribution may also help with scalability, evolution and other
aspects of persistence. Unfortunately, most of this effort has concentrated on
closely-coupled (also called “transparent”) distribution that has a number of
limitations [40].

More recently, a number of projects on loosely-coupled distribution have
started. A good example of this research area is the work based on Tycoon
[19]. Tycoon is a persistent programming language with first-class procedures
and threads, meaning that they are treated as any other object, e.g., created
at run-time, put in the store, and reused later. It is now possible to migrate
complex data, code and threads between autonomous Tycoon programs [20, 21,
22]. Although Tycoon runs on many computer platforms; it can be considered a
proprietary language (for the purposes of this paper) because its syntax has no
resemblance with Java.

One of the authors has also worked on similar issues with another persist-
ent programming language called Napier88 [30, 29]. As a result, a number of
models for communication between autonomous persistent programs have been
designed and implemented [24, 28, 27, 25]. Like Tycoon, procedures and threads
are first-class values in Napier88 and code can migrate between autonomous pro-
grams (but not threads). However, Napier88 can also be considered a proprietary
language for the very same reasons.

PJava [, 3] is a persistent version of Java that maintains the same syntax.
Like Java, PJava is also object-oriented, type-safe, and has garbage collection
(now extended to the database). Like Napier88, its predecessor, PJava imple-
ments orthogonal persistence (meaning that objects of any type can persist) and
classes are stored in the database together with their objects.

The first prototype of PJava (PJava0) is now working on Sun machines with
Solaris. PJava0 was built as a “proof of concept” only and as a result it still has
a number of limitations such as: limited store size, simple garbage collection and
no support for persistent threads. On the other hand, a number of applications
based on PJava0 are being developed with promising results [13].

A second prototype (PJaval) is now being implemented that will solve the
most important limitations of PJava0. As one of the Tycoon developers is now



Mobile Agent Systems || Persistent Systems
|#|Facility | Telescript| Java |Ag]ets Tycoon| PJava
1 |Migrate complex data|| +4++ |[++4+| ++ || +++ +4++
2 |Migrate complex code|| —+++ + ++ || +++ +4++
3 |Migrate together 444 — | ++ | +++ —
4 |Migrate threads ++ — — +4++ —
5 |Store complex data ++ + + +++ +4++
6 |Store complex code ++ + + +++ +4++
7 |Store together ? — — +4++ ot
8 |Store threads ? — — +4++ ot
9 |Same syntax as Java — 4+ — ++
10|JDK-compatible — +4+| +++ — ¥

Table 1. List of Requirements Revisited
(+++: Excellent; ++4: Good; +: Poor; —: No support)

part of the PJava team (Bernd Mathiske) we can also expect thread migration
in the near future. It is also planned to port PJava to other popular operating
systems.

4.3 Revisiting the List of Facilities

In this section we select three agent systems and two persistent systems to com-
pare them based on the list of facilities presented in section 3. These systems were
chosen for their overall quality and to cover the widest diversity, not because
they support more or better facilities than others.

Table 1 at the top separates persistent from agent systems and groups the
ten facilities in three categories: mobility, persistence and Java. The reader is
remembered that support for all facilities is not required or even possible in a
real system.

The first comment goes to Tycoon that receives the best marks overall. This
1s a consequence of persistence that addresses many of the same issues as mobil-
ity: migration of data and code, dynamic loading, type-safety, code portability,
security restrictions, and so on. It is only natural that more than 10 years of
research in persistent systems and their combination with distributed systems
have produced a very good agent system. Napier88 and its communication mod-
els would rank similarly (except for thread migration). It should also be noted
that PJava is represented here by its first prototype, future releases would prob-
ably receive even better marks than Tycoon (see section 4.2 and below).

Another curiosity is the lack of support for code mobility in Java. In fact,
Java was intended to migrate code, but it migrates code in its simplest form: a
byte array copied from a file. Although RMI [36] can be used to migrate data,
there is no support to migrate code and data together, to store complex data or
applets for future use, or send applets back to their originating site.



On the other hand, although Tycoon has a more impressive list of facilities,
it is and will always be a proprietary environment. We conclude that, overall, the
Aglets Workbench and PJava are closer to become a Persistent Mobile Agent
System that will support the development of next-generation agent-based ap-
plications without requiring add-on packages for persistence and communication
of complex data and code.

5 Summary and Future Work

In this paper we proposed a list of facilities for mobility and persistence that
agent programming systems should offer to support the next-generation of agent-
based applications. We then presented a survey of existing systems and compared
them based on these facilities.

We conclude that, although there is no system yet that supports a good
combination of facilities, the Aglets Workbench and PJava are closer to support
them in the near future. This is good news for the software industry because
it means that agent-based applications manipulating complex inter-related data
will soon have an adequate development platform.

In order to validate the research work presented in this paper, we intend to
implement a real-world agent-based application using either Aglets or PJava; or
maybe both, since they should work well together. This plan follows naturally
from our joint experience with: research on persistence and distribution [24, 28,
27, 25]; experience on Web application development [33, 32]; and the potential
of existing persistent and agent programming systems.
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