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Abstract—This paper presents an initial approach for im-
proving the development of sustainable software by using rigor-
ous requirements specification. Sustainable development implies 
a resource management that at the same time guarantees the 
satisfaction of the present and future generations, usually defined 
in a holistic way that involves social, economic, and environmen-
tal dimensions. Software sustainability is software endurance that 
leads software development to accomplish results effectively for a 
long period. To reach software sustainability we argue that re-
quirements specification, including the identification of well-
known vulnerabilities and goals, should be considered in the pro-
cess and we preliminary discuss the intent to define a library of 
reusability requirements for this domain.  

Index Terms—Requirements Specification, Software 
Sustainability, Sustainability, Reusability. 

I. INTRODUCTION  

There is a growing concern regarding the deterioration of 
the environment throughout recent decades [3][18][55][27]. 
This concern goes hand in hand with the awareness that eco-
system services are fundamental [76]. People, communities, 
organizations, and countries are investing their time, money, 
and research efforts searching solutions to eliminate or reduce 
environmental threats. Sustainability shall be considered and 
incorporated into product design (eco-design) [26], production 
(supply-chain management, and technological new “green” 
solutions) and even social processes [36]. Some authors, as 
Manzini and Vezzoli [26], consider Life-Cycle-Assessment 
(LCA) as a fundamental tool to analyze the production cycle 
and identify all the possible environmental impacts. This ap-
proach implies that deep knowledge and the capability to un-
derstand scientific data [22] have become a very important tool 
in research. Other authors consider the use of information sys-
tems (IS) to optimize processes [11] [66]. However, these pro-
posals do not guarantee environmental sustainability, especially 
when we take into account the fast negative impact of climate 
change [1] and the three dimensions of sustainable develop-
ment [75]: social, economic, and environmental. 

Software Sustainability is a good example of this reali-
ty because software design can have an important impact 
on the usage of resources such as energy or time. Dastbaz, 
Pattinson, and Akhagar [55] claim that the environmental 
impact of Information Technologies is enormous, stressing 
that the zettabyte era already uses about 50 % more energy 

than global aviation. Additionally, many authors [8] point 
that software sustainability it is not just about the minimiza-
tion of energy demand but it is involved with a set of quali-
ties, such as those specified in ISO/IEC 25010:2011 [40], 
with a focus on sustainability, namely involving the follow-
ing qualities: functionality, efficiency, compatibility, usa-
bility, security, maintenance, portability, and reliability. 
Software design can allow the possibility to update or re-
use, capabilities that are linked, for example, to qualities 
such as usability or maintenance, and are paramount [33], 
having a very important impact on smartphones [63]. 

In this research we discuss the adoption of the ITLingo 
RSL language [38] to rigorously define software sustainability 
requirements. RSL is a controlled natural language that helps 
the specification of requirements and tests systematically and 
rigorously. It allows specifying requirements through a set of 
constructs logically arranged into views according to multiple 
concerns that exist at diverse abstraction levels. RSL is the base 
of our work because it already supports concepts as vulnerabili-
ties and goals/solutions and, as a consequence, our task was to 
build new ones with a sustainable focus. In this context, the 
work by Gonçalves and Silva [52] was inspirational. 

This paper is structured in 8 sections. Section II presents 
relevant background. Section III introduces and discusses the 
related work that influenced our research. Sections IV and V 
present some examples of sustainability software vulnerabili-
ties and goals based on the work by Imran and Kosar [2]. Sec-
tion VI briefly discusses some relations that might be estab-
lished between vulnerabilities and goals. Section VII discusses 
the current status of our research, considering the main refer-
ences from the community. Lastly, Section VIII presents the 
conclusion and identifies open issues for future work. 

II. BACKGROUND 

Sustainable development, especially environmental conser-
vation, is central to the international community [48][28][31]. 
Issues like global warming, water, and food availability [1], 
and the water-energy nexus [37], when environmental threats 
are real, together with strong population growth, determine the 
UN agenda. In 1987, Oslo, at the Brundtland Report (“Our 
Common Future”), sustainable development is defined as “de-
velopment that meets the needs of the present without com-
promising the ability of future generations to meet their own 



needs”. As a consequence UN’s challenge is to help find solu-
tions to meet present needs with a reasonable use of resources 
[74][75]. Boretti and Rosa [1] stress that the UN considers the 
usage of nature-based-solutions (NBS) to reduce the water 
scarcity problems that are already a reality in some regions of 
the world and will be even more obvious in the future, due to 
the increasing demand for water, reduction of water resources 
and increasing pollution, driven by dramatic population and 
economic growth. Nevertheless, they also refer that those solu-
tions are often quite inadequate to tackle the serious problem of 
water scarcity. This means that technology, in purely techno-
logical solutions or together with NBS, can also be seriously 
considered and studied. 

Alone, just like the UN, the scientific community, in-
cluding the Information Technology (IT) community, is 
searching for new solutions and tools to help in the envi-
ronmental protection, creating greener technologies 
[56][67][57][6][47][60][34][51][72]. Regarding software 
sustainability the Karlskrona manifesto for sustainability 
design [15] is a landmark because, it clearly states that the 
IT community is aware of the importance of this topic, its 
context, possible principles, and commitments. For exam-
ple, for software practitioners, this manifesto mentions that 
they should try to identify the effects of their project on 
technical, economic, environmental sustainability. To ask 
questions about how to incorporate the principles into daily 
practice, to think about the social and individual dimen-
sions, and talk about it with colleagues, are recommended 
approaches. 

A first step towards software sustainability is to identi-
fy the main consequences of using IT and its potentialities 
to build a greener economy. Two patterns in the literature 
correspond to two main effects that IT has in the environ-
ment [45]. On one hand, there is an attempt to strengthen 
the positive impact of using IS to improve the eco-
sustainability of business and society (often named “Green 
IS”), in which IS can promote the reuse of waste and ener-
gy and can serve as a tool for industrial symbiosis. An ex-
ample of “Green IS” is a software product that helps a driv-
er finding a solution path to a certain destiny. If the solution 
is accurate the driver saves gas and there is a lower carbon 
emission. On the contrary, if the solution is wrong there is 
an increase in carbon emission due to wrong behaviors 
[33]. 

On the other hand, there is an attempt to mitigate the nega-
tive environmental impact of IT production, use and disposal 
(often named “Green IT”). As a particular situation of “Green 
IT” it has emerged the term “software sustainability”, when 
software is considered as a product that must have certain 
properties of usability and profitability to be economically sus-
tainable [20]. The Software Sustainability Institute mentions 
that sustainable software is the one that you use today and “will 
be available - and continue to be improved and supported in the 
future” [2]. During the last decades, the “Green IT” approach 
becomes more important, as IT becomes more technologically 
complex and powerful [55]. The next section will look in more 
detail to this paramount approach. 

III. RELATED WORK 

To create a positive impact in the context of environmental 
sustainability some authors look to the characteristics of soft-
ware and their contribution is fundamental to our work. 

Venters et al. [22] consider sustainability the capacity 
to endure in changing environments, as a critical concern 
for software architecture and practice, and that means that a 
software products, due to its inherent complexity, can show 
an increased technical debt [50][77], leading to coupling 
and cohesion issues, for example: unsystematic and undoc-
umented design decisions; architectural knowledge loss; 
sustainability debt and the negative effects of flawed archi-
tectural design choices. This is an important perspective on 
software sustainability due to the impacts, both economic 
and environmental, of software “death”. Additionally, 
Venters et al [22] have important works taking this point of 
view as their central concern. To estimate software sustain-
ability we need software metrics, whose outputs will also 
help in the decision of using available resources to mitigate 
one limitation instead of others. For example, the Node 
Count and Edge Count are metrics that are related to com-
plexity and stability, as quality attributes, and are related to 
maintenance, when evaluating if there is an excessive num-
ber of decisions and trace links. The number of lines of 
code is also considered a relevant metric for complexity 
[78]. 

Requirements specification is one of the initial steps of 
software engineering when the scope of the system and 
stakeholders’ needs and concerns are iteratively elaborated 
[64][9][49][4]. On top of this, Requirements Engineering 
(RE) for Sustainability (RE4S) [13] corresponds to the us-
age of RE and sustainable development techniques to im-
prove the environmental, economic and social sustainability 
[53] of software systems, because they influence the envi-
ronment and the economy due to their direct and indirect 
effects. In some ways authors look to the green IT objective 
with care without specifying green requirements and a reac-
tion to this reality emerges Green Requirements Engineer-
ing (GRE) as the same concept with a very specific focus 
on the environmental impacts of systems. Penzenstadler 
[11] claim that RE can be used for the improvement of the 
sustainability of software systems adding a few new in-
stances of known requirements types. Fundamental to this 
purpose are the Guiding Questions for GRE, namely: (i) 
Does the system have an explicit sustainability purpose? 
(ii) Which impact does the system have on the environ-
ment? (iii) Is there a stakeholder for environmental sustain-
ability? and (iv) What are the sustainability goals and con-
straints for the system? In question (i) if a system does not 
have such an explicit purpose it can be evaluated if such an 
aspect is desirable and feasible to add. In question (ii) the 
analyst evaluates direct (first-order), indirect (second-
order), and systematic and potential rebound effects (third-
order), hopefully with the help of systemic thinking [23]. 

Naumann et al. [69] put their effort into the creation of 
a new model, GREENSOFT, that puts together Green IT 
and Green IS. Their claim is a cradle-to-grave product life 



cycle model tailored for software products, inspired in Life 
Cycle Assessment (LCA), and also sustainability metrics 
and criteria for software, together with extensions and 
guidance for sustainable design and development. They 
identify metrics for different phases of the software life 
cycle and different types of software, also considering the 
different effects of production and usage. Kern et al. [25] 
build their analysis on top of the GREENSOFT framework 
and present a new model by which they intend to describe 
the causal chains from software products to all their im-
pacts, across all product life cycle, also on natural re-
sources. They go even further and envision the objective of 
green labeling for software. 

The research of these authors made possible more rig-
orous and structured approaches such as the one proposed 
by Gonçalves and Silva [52] and Silva and Sequeira [6]. 
These authors look to usability and cyber-security qualities, 
identify concerns related to its classification, and extend 
RSL language to include specifications for usability. If we 
define usability as the quality attribute that assesses how 
easy it is to use some product, we might accept that rigor-
ous usability specification is possibly very relevant to soft-
ware sustainability and for environmental sustainability. 

Nevertheless, having this related work why is it so dif-
ficult to move forward in software sustainability? First, 
there are requirements conflicts; for example, between the 
development time and the desired quality of a software sys-
tem, and economic goals and environmental ones when 
environmental friendly implies more expensive alternative 
solutions. Second, when there is an effort to achieve a sus-
tainability purpose it is essential to mention a contribution 
to a higher cause explicitly instead of assigning costs, be-
cause the protection of the environment is hard to quantify 
with monetary or qualitative measures. Third, legislation 
has established environmental regulations but there is a 
need for legal extensions, because the existing regulations 
mainly ignore the very specific software qualities that are 
important to its sustainability. In this context, the excep-
tional example of safety or security laws is worth a closer 
look, due to its proximity to software products’ reality. 
Fourth, when we link risk management and environmental 
sustainability we acknowledge that safety and security are 
parts of or are strongly related to sustainability [12], be-
cause, from a users’ point of view, only positive outputs 
from the software used should be expected. At the same 
time, Krumdieck [68] believe that only by disruptive 
change and completely transforming our systems we can 
stop resource depletion in the long run. Quantic technology, 
with its higher computing capabilities, eventually together 
with Artificial Intelligence, can be part of this change [29]. 
Additionally, incorporating sustainability as an explicit ob-
jective in software systems development, together with cre-
ative confidence [73], methodological guidance and aware-
ness are essential for software engineering for sustainabil-
ity. For example, the IEEE 830 Recommendations for 
Software Requirements Specifications and the ISO 25000 
on Software Quality, on top of ISO standard families on 

environmental management [41] and social responsibility 
[42] are landmarks towards this green purpose, because 
many of the suggested requirements for software sustaina-
bility are not new, they are the same or were adapted [61].  

Sanchez et al. [58] point some vulnerabilities of soft-
ware and stress the major importance of those related to 
computer security, due to the numerous cases of cyber-
crime. The use of software vulnerabilities’ databases, such 
as https://nvd.nist.gov/, facilitates the sharing of infor-
mation and when available, provides a value for Severity, a 
metric that is used to obtain the impact, when multiplied by 
the Presence, defined as the number of products that are 
affected by a vulnerability divided by the total number of 
products of that year. The authors created a data collection 
tool (https://github.com/mariocalin/nistAnalysis) and iden-
tified very important vulnerabilities in 2015, for example: 
buffer overflow in the Google Chrome browser versions 
ranging from 0.1 through 43 (which allow attackers to ob-
tain operating system privileges); buffer overflow in the 
Linux Kernel, in versions 3.X and .X; a driver that is used 
in the Qualcomm Innovation Center (QuIC), allowing gest 
users to obtain operating system privileges or produce a 
DoS in the Linux 3.x kernel. When looking for the catego-
ries of vulnerabilities, the authors first mention the Improp-
er Restriction of Operations within the Bounds of a 
Memory Buffer. Certainly, we can admit the possible im-
portance of these vulnerabilities to the sustainability of any 
software. 

Several authors, such as [20][22][59][14][10][59][44], 
focus their research on the study of software sustainability 
requirements. Venters et al. [20][21] try to understand the 
reason behind the ambiguity of software sustainability and 
clarify this concept. They look in detail to non-functional 
requirements, e.g. quality requirements, stressing some as-
pects such as modifiability, functional correctness, availa-
bility, interoperability, and recoverability [20][21][22][59]. 
Becker et al. [14] pay special attention to the strong link 
between software sustainability and our society, as far as 
human relations and quality of life are concerned.  

Other authors as Paech et al. [10] try to develop a sys-
tematic process for deriving sustainability requirements for 
a specific system, meaning the identification of a checklist 
of general and IT-specific details for each sustainability 
dimensions (environmental, technical, social, economic and 
individual) and influences between them, together with a 
new model and new concepts as Needs and Effects (be-
tween Needs), negative, neutral or positive. This checklist 
can be paramount during the development of a system to 
respect a due balance between different dimensions, and 
respective stakeholders, to achieve sustainability. In the 
context of our research we look to these Needs as if they 
were named Goals. 

Systematic literature reviews (SLRs) are also devel-
oped by other authors [17][24][65][2] to understand the 
state-of-the-art in software sustainability measures. Imran 
and Kosar [2] used evidence-based software engineering 
(EBSE) and grouped the existing research efforts in two 



groups: one of the non-technical level (documentation, sus-
tainability, manifestos, training of software engineers, fund-
ing of software projects and leadership skills of project 
managers to achieve sustainability) and another of the tech-
nical level (software design, coding and user experience 
attributes). A very noteworthy conclusion of these authors’ 
work is that regardless of the advantages of sustainable 
software the research community was only able to present a 
limited number of approaches that contribute to sustainabil-
ity and they require extra research. Nevertheless, this SLR 
is presented as a one-stop-service for researchers and soft-
ware engineers willing to learn about this research topic. 

By the time this paper was being written the Covid-19 crisis 
hit the world and the importance of IT and software require-
ments become even clearer. Smit [70] point out that “we must 
solve for virus and the economy” and this “starts with battling 
the virus”, something we must admit is obvious because with-
out a society with people enjoying freedom of movements, in 
modern democratic eastern societies, there cannot exist a mar-
ket economy. The issues arise, as the authors claim, when 
software products, e.g. mobile apps, control the citizens’ 
movements to control virus’ propagation. Requisites such as 
privacy and quality conflict when a new software product must 
be produced in a very short period-of-time, to help save lives. 
Summing up, in such an extreme situation, we question if there 
can be a proper balance between sustainability productivity 
requisites and acceptable productivity as far as the production 
of new software is considered. To obtain this balance the iden-
tification of sustainable software vulnerabilities and goals is 
essential. 

 

IV. VULNERABILITIES (PROBLEMS) 

A vulnerability is a flaw in the system under consideration 
[54]. We present here vulnerabilities identified based on the 
work by Imran and Kosar [2]. These vulnerabilities are 
grouped considering their distinct characteristics, namely (1) 
technical vulnerabilities such as (a) software design principles; 
(b) coding principles; (c) user experience, and (2) non-technical 
vulnerabilities.  

The following vulnerabilities are related to software design 
principles, which shall be applied from the beginning until 
the end of a software development life cycle: 

 (V1) No change management process. There is NO prop-
er change management process and consequently there is 
NO effective sustainable adaptation during the product 
time life.  

 (V2) No requirements prioritization. There is NO effec-
tive requirement prioritization process, which means the 
most important sustainability requirements might be ne-
glected.  

 (V3) No code reuse concerns. There is NO possibility to 
reuse code throughout the software development process.  

 (V4) No security concerns. There are NO security con-
cerns when designing and developing a software product; 
so, its users avoid using it regardless of its effective fea-
tures and possible improvements over time.  

 (V5) No availability concerns. The software product is 
NOT available for use since the beginning of its life cycle. 
There is NO possibility to increase users’ loyalty and feed-
back because users cannot always experience the benefits 
of using the software. 

 
The following vulnerabilities are related to coding principles, 
which are the mechanisms of structuring the software source 
code or restructuring older code to improve its maintainability 
and evolvability. 

 (V6) No refactoring concerns. There are NO tools and 
features to reuse old code and recreate software, conse-
quently refactoring activities are much more difficult if not 
impossible. 

 (V7) No coding standard concerns. Because there are NO 
coding standards for writing software, the development 
team has difficulties to present results coherently. 

 (V8) No testing practices. During the software testing 
process, there is NO proper checklists and testing guide-
lines, so further software testing is NOT easy to imple-
ment.  

 (V9) No data stewardship concerns. There are NO mech-
anisms to allow easy and secure access to data and its ma-
nipulation.  

 (V10) No code smell concerns. Due to its complexity, 
code smells techniques are NOT easy to implement and 
adopt; that means that software code problems are NOT 
easily identifiable. 

 
The following two vulnerabilities are related to the user 
experience. User experience is the set of design practices that 
tailor the user experience to match the needs and expectations 
of the users concerning their use cases, hence improving their 
satisfaction which causes them to persist with the software for 
a longer time. 

 (V11) No end-users feedback channels. There is NO 
communication and feedback channels between end-users 
and software developers, for example to report and notify 
about suggested improvements or bugs.  

 (V12) No optimal graphical user interface. The graphic 
user interface does not allow an effective and efficient end-
user interaction.  

 
The following vulnerabilities are non-technical and are 

mainly related to operational support, including management: 

 (V13) No effective documentation to support develop-
ment. There is NO effective documentation to ensure that 
the software related documents (e.g., requirements docu-



ment, design document, test document, and maintenance 
document) provide a clear and precise communication 
among the technical and non-technical stakeholders. This 
means that there would be communication noise that 
would create serious limitations for the effective develop-
ment and usage of the software. Non-technical aspect of 
software sustainability.  

 (V14) Not compliant with sustainability manifestos’ 
principles. There are NO concerns with sustainability 
manifestos’ principles, the commitments and policies 
which must be followed by a software stakeholder to en-
sure sustainability. NO usage of the Karlskrona manifes-
to’s principles, defined by Becker et al. [15], means NO 
sustainability concerns during development and usage. 
Sustainability aware users do NOT trust the software be-
cause there is NO system visibility to allow informed re-
sponsible choice. Non-technical aspect of software sustain-
ability. (Type: Sustainability_Operational_Support) 

 (V15) No training concerns. There is NO training of 
software engineers or end-users, respectively on the tech-
nical and use techniques. That means there is NO process 
of learning to understand the newer and more sustainable 
software development best practices.  

 (V16) No funding for sustainable software design. There 
is NO funding or there is NO sum of money which is pro-
vided to software teams to build more sustainable software. 
Funding is essential for sustainable software in the long 
run (C. A. Stewart et al 2015) [14]. This funding could be 
through grants, crowd-sourcing, or start-up funding. Non-
technical aspect of software sustainability.  

 (V17) No leadership concerns for change management. 
There is no leadership or, in other words, there are NO 
skills through which a project manager handles change 
management, as well as time, cost management, or HR 
management [14].  

 
To control or mitigate these vulnerabilities some possi-

ble sustainability solutions were identified and defined as 
requirements defined as “goals”. 

 
 

V.  GOALS (SOLUTIONS) 

Also consider the work by Imran and Kosar [2] and by 
Ahmad et al. [65] we can capture and define the following 
goals for sustainable software. Indeed the following require-
ments are defined as general goals, but we intend to classify 
them according to quality properties like performance, main-
tainability, usability, etc. [40]. Even, these examples are dis-
cussable because they are stated in a general and fuzzy way. 
This means that for more effective specifications, these general 
goals should be further refined in more specific requirements. 

 

Technical Goals: 

 (G1) It shall be flexible and easy to be adapted. The 
software product shall have the capability of adaptation, 
presenting no major changes, and no need for new training 
for end-users, saving time and other resources. (Type: 
Maintainability) 

 (G2) Software shall be effective. The software product 
shall obtain valuable and effective results. (Type: Reliabil-
ity) 

 (G3) Software shall be efficient. Software’s tasks and 
transactions shall be performed in an efficient time re-
sponse. (Type: Performance) 

 
Constraints or Non-technical Goals: 

 (G4) It shall allow cost reduction. From a business per-
spective, a sustainable software shall guarantee cost reduc-
tion and profit increase in the long term. (Type: Organiza-
tional) 

 (G5) It shall contribute to the scientific progress. Soft-
ware shall have an important role in research. There is a 
need for a strategic plan that will conduct the necessary ac-
tivities like training, prototyping, and implementations 
with a goal for more sustainable software. (Type: Cultural) 
 

 

VI. VULNERABILITIES AND GOALS  

Goals (defined as solutions) can help to prevent or mitigate 
the impact of vulnerabilities (defined as problems). Thus, goals 
and vulnerabilities can be crossing such as illustrated in Table 
I. Possible links between goals (solutions) and vulnerabilities 
(problems) can be the following: (1) the goal It shall be flexible 
and easy to be adapted can imply the elimination of vulnerabil-
ities such as those in the groups of software design principles 
and coding principles; (2) the goal Software shall be effective 
can imply to eliminate mainly technical vulnerabilities; (3) the 
goal Software shall be efficient can imply the elimination of 
several technical vulnerabilities, mainly related to software 
design principles; (4) the goal It shall allow costs reduction can 
imply the elimination of technical and some non-technical vul-
nerabilities and, finally, (5) the goal It shall contribute to the 
scientific progress might imply eliminating those vulnerabili-
ties in groups of software design principles and coding princi-
ples, together with user experience. Table I shows these links. 

These links between goals and vulnerabilities suggest 
that to reach a goal we need to mitigate certain vulnerabili-
ties. This mitigation implies the adoption of specific ac-
tions. Again, considering the work by Imran and Kosar [2], 
we here discuss four groups of goals to mitigate four vul-
nerabilities, each one exemplifying each vulnerabilities’ 
group. 

 
 



TABLE I.  LINKS BETWEEN GOALS AND VULNERABILITIES 

  Goals (Solutions) 

  G1 G2 G3 G4 G5 

V
ul

ne
ra

bi
lit

ie
s 

(P
ro

bl
em

s)
 

V1 X X X X X 
V2 X X X X X 
V3 X X X X X 
V4 X X  X X 
V5 X X X X X 
V6 X X  X X 
V7 X X  X X 
V8 X X  X X 
V9 X X  X X 
V10 X X  X X 
V11  X  X X 
V12    X X 
V13 X X X   
V14    X  
V15    X  
V16  X  X  
V17 X X    

 
To mitigate vulnerability No change management pro-

cess (V1) to contribute to accomplishing the goal It shall 
be flexible and easy to be adapted (G1) it can be suggested 
the next group of goals: 

 (S1) Implement a Software Change Management 
(SCM) process. “This process is the task of tracking and 
controlling changes in the software, which is part of the 
cross-disciplinary field of configuration management.” In 
this context, we might consider revision control and estab-
lishment of baseline. Proper SCM will ensure that the 
changes are integrated in a consistent manner, which will 
make sure that the software continues to evolve with 
changing user requirements. Popular tools and repositories 
to support SCM process are Git tools like GitHub or Bit-
Bucket  (Type: Maintainability) 

 
Change can be a very important variable during a soft-

ware’s lifetime especially if there are changes with a very 
high impact. To evaluate the impact of specific changes and 
identify the best ways to accommodate them there can be a 
full-time responsible person. This person might identify the 
need for further training by certain professionals, such as 
software developers. Complexity might arise in such a way 
that other goals should be considered at the same time and a 
global task of prioritizing different goals might be essential. 

To mitigate vulnerability No refactoring concerns 
(V6) to contribute to accomplishing the goal It shall be 
flexible and easy to be adapted (G1) it can be suggested the 
next group of goals: 

 (S2) Implement effective refactoring support. “Refactor-
ing of software is the process of changing the object-
oriented structure in such a way that it does not interfere 
with the external functionality of the software.” [90]. 
(Type: Maintainability) 

 
Refactoring can also be considered essential to software adap-
tation. If users need time and effort to learn how to use soft-
ware and if major changes are needed to make it more effective 
and efficient it is important to make those changes invisible to 
them. Consequently, if a developer can change the structure of 
a software changing the objects’ disposal, maintaining their 
liaisons to graphic users interface, then, this is an advantage. 
This implies a code analysis. 

To mitigate vulnerability No end-users feedback 
channels (V11) to contribute to accomplishing the goal It 
shall be flexible and easy to be adapted (G1) it can be sug-
gested the next group of goals: 

 (S3) Implementation of a process to facilitate User 
Feedback. “This is the process of analyzing the viewpoints 
and experience shared by users which provides software 
engineers an in-depth analysis of the features which are 
liked by various users, bugs which users want to be fixed.” 
[18]. The collection of information on what the users think 
is important for the longevity of the software is paramount 
and it can include conducting formal surveys and informal-
ly talking to users via conferences and meetings. The main 
objective is to make better quality software. (Type: Main-
tainability). 
 
The existence of available contacts and communication 

channels between the firm and users and then between the 
design and development team is fundamental. Additionally, 
a proactive approach to motivate users is also essential. 
Users should be aware of the importance of their contribu-
tion and this is not easily tested using any automatic testing 
tool, the only way to estimate such awareness is to count 
the number of feedback messages sent by them. 

To mitigate vulnerability No effective documentation 
to support development (V13) to contribute to accomplish-
ing the goal It shall be flexible and easy to be adapted 
(G1) it can be suggested the next group of goals: 

 (S4) Implementation of a process to create and validate 
Effective Documentation. “Effective documentation is the 
process of writing software design documents and user 
manual such that they are useful to engineers for under-
standing, coding, and maintaining the software.” [4]. The 
user manual should be written simply and straightforward-
ly making it useful to the users, allowing them to fully un-
derstand the software’ functionalities and use it in the most 
effective and efficient way. Effective documentation 
should also be valuable for a long time to avoid update and 
reprint costs and this is only possible if it includes all the 
relevant information and the software GUI does not change 
very often, regardless of any refactoring process. (Type: 
Maintainability) 

 
 
 
 
 



From software designers and developers, documenta-
tion should include the information needed to describe the 
structure of the software but also the reasoning behind the 
definition of algorithms and GUI approach. If a new re-
quirement is addressed and the team understands that code 
changes are needed then all the members of that team must 
know exactly where are located in the software the relevant 
objects or pieces of code that should be adapted to comply 
with that “new” requirement. Prioritization of requirements 
means that the team can have a chain of requirements to 
address each one at a time or several of them at the same 
time and this has different impacts on their work. Also, to 
document implementation errors proper descriptions should 
be maintained to solve any similar or equal possible errors 
that might exist in the future, in such a way we could save 
time and resources.  

After looking to these groups of goals we present a 
simple example of the dynamics between goals and vulner-
abilities. If a software product presents the vulnerability 
(V7) No coding standard concerns, affecting the very ab-
stract goal (G1) It shall be flexible and easy to be adapted, 
there is a series of detailed goals we should consider. First, 
these detailed goals should be enumerated and then a priori-
tization can be determined.  

A list of detailed goals might be: (1) attribute the task 
to a person in the team; (2) identify different standards in 
existing code; (3) identify each one is preferable according 
to the organization objectives and type of software devel-
oped; (4) exemplify, changes for each type of change need-
ed; (5) distribute the task per team member, per module or 
functionality.  
Examples of coding standards for open software are GNOME 
programming, Linux kernel coding, GNU programming stand-
ard, etc and an example, for closed software is CERT coding 
standard. Certainly, the culture of each organization might be 
essential to determine which standard will be used but, we be-
lieve, the user requirements of the software might also be fun-
damental to this decision. For example, if a variable, in a very 
large database, is always named with a convention that men-
tions, first, a generic name and then its usefulness, we might 
admit this information is more valuable to the programmer then 
the algorithm that might use that variable.  

The complexity and usefulness of this approach will be 
further discussed in the next section. 

 

VII. DISCUSSION 

As a result of our research we were able to identify goals to 
overcome some software vulnerabilities. These goals were de-
fined as solutions or best practices, with a positive and abstract 
semantic. Considering that our object of study, software prod-
ucts, is constituted with a very diverse group of products, e.g., 
each target problem implies almost entirely a new software 
product type with specific characteristics, we assumed an ab-
stract level to describe all of them. Concrete solutions would 
imply a very small subset of the universe of software products. 
At the same time, the identified vulnerabilities that correspond 

to a negative statement of the optimal characteristics pointed in 
sustainable software. This conjugations of very abstract solu-
tions, on one hand, with very concise vulnerabilities, on the 
other hand, means that we face a “conflict” between the possi-
ble identification of what we need, i.e. goals, to obtain sustain-
able software, and the detailed steps we must take to mitigate 
vulnerabilities. Questions arise: (1) What do we need to have a 
quality and efficient software? (2) What do we need to reduce 
costs through software products? etc. For example, for the first 
question we must simplify software products and make them 
focused on the desired tasks they should perform. Furthermore, 
discussions around metrics and software development tell us 
that a software product with a reduced number of decisions 
until it finds a desirable solution is preferable to others that 
gives us the same result with a longer solution path, for exam-
ple, a more complex algorithm.  

Looking closer, if the problem and also its solution are well 
defined, we may admit that a software development team has to 
translate this knowledge into the programming of the software 
mechanics. This implies, we believe, that (1) rigorous require-
ment specification is essential and (2) it is fundamental the 
awareness that it is the diversity of software products and con-
sequently vulnerabilities’ diversity that justify the actual diffi-
culty to assume major steps towards a “real” sustainable soft-
ware. 

Furthermore, another degree of complexity arises if we 
assume that hardware might greatly change the very nature 
of the questions around software sustainability [32][62]. A 
possible example might be quantum computation and paral-
lel computation that creates the possibility to solve small 
parts of a problem at the same time and the end join sub-
solutions to find the major target problem solution. In this 
context, there would be a significant time saving and prob-
ably also energy savings. Could we use this technology to 
solve a mathematical complex problem using software 
agents and in the end argue that the software sustainability 
problem remains true because we could then move forward 
to even more complex problems? 

The search for concrete solutions in a complex envi-
ronment, as exemplified in the previous section and dis-
cussed here, means that if we test software and would like 
to make that test automatically, we must be aware of the 
existence of technical and non-technical vulnerabilities. 
The first ones are easier to test and the second ones can be 
inferred to a certain extent. Furthermore, the link between 
vulnerabilities and their metrics should be clear to be 
properly specified. This means that after some sustainabil-
ity software tests are performed, we should expect mean-
ingful outputs with clear and easily validated solutions. 
This might mean that tests to specific characteristics and 
not process realities might be simple, leading to a more 
sustainable reality.  

 
 



VIII. CONCLUSION 

Environmental sustainability is a major concern due to cli-
mate change and pollution that together have a major impact on 
our societies. Sustainable development is a holistic concept 
with three dimensions: social, economic, and environmental, all 
of them with close links, and when we look to software sus-
tainability this remains true. In our work, we were able to iden-
tify goals to sustainability (requirements) in a way that creates 
possibly a first solid step towards a truly sustainable software. 
This remains true even if software sustainability metrics are not 
usually available for users and they are not aware of software 
sustainability. Nevertheless, our identification of very specific 
vulnerabilities are possibly a promising field of work consider-
ing the awareness of development teams and the clear links 
established with goals.  

RE is a tool to accomplish this objective, but, despite 
this fact, there is a need to extend and improve research 
applications and their use [11]. In other words, in this field 
of engineering, sustainability continues far behind other 
quality concerns, such as safety and usability. Eventually, 
new first-order, second-order, and third-order effects of 
software products should be evaluated and new strategies to 
mitigate them should be created. The work by Naumann, 
Dick, Kern and Johann [69] provides a holistic vision over 
Green IT and Green IS and a rigorous quantification effort 
that might help to identify analysis gaps, and help us build 
new tools for software sustainability, afterward. We simpli-
fied our research avoiding working on the interactions be-
tween hardware and software, as is the reality of cyber-
physical equipment such as mobile phones.  

In this paper we present our first contribution to the 
field of sustainable software using RE, identifying and 
specifying vulnerabilities and goals possibly capable to 
obtain a new generation of more sustainable software, in 
such a way that even software users might experience a 
higher level of awareness than today. A relevant example 
of applicability might be the growing number of 
smartphones [71] and the high volume of energy consump-
tion they create due to a growing number of mobile soft-
ware products [63], that motivates us to continue our work.  

Future work is the study of sustainability requirements 
and solutions for cyber-physical equipment [35], looking 
closely at energy consumption concerning software per-
formance and structure. The development of a vulnerability 
scoring system similar to CVSS [30] for security but simple 
and adapted to sustainability, is also a possibility. Finally, 
another possible future work path is the creation of tests 
and recommendations for industry. We envision the crea-
tion of a reusable library of concerns for software sustaina-
bility, using ITLingo-Studio and the DSL named RSL (Re-
quirements Specification Language) technologies, to speci-
fy rigorous requirements, even if starting from very abstract 
goals that will be further detailed in specific goals. The us-
age of TSL (Testing Specification Language) for Test Cas-
es Specification is also an objective. To sum up, we would 
like to test software to identify possible improvements from 
a sustainability point of view. 
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